Thinking about COVID-19 preparedness
Dr Carl A. Gibson

This article does not constitute professional advice. It is a short discourse on matters for
decision-makers to think about. Due to the rapidly changing global situation, the relevancy
and accuracy of matters contained within this article may become invalid at any time, as such
no reliance should be placed upon this content.

Growing global disruption

COVID-19 death rate?!
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When the SARS pandemic occurred in 2002, a range of adverse social and economic effects
were experienced, although for many organisations and individuals, the effects were often
minimal and transitory, if they were noticed at all. However, the nature of the global economy
has changed significantly since then, becoming far more complex and interdependent, and
substantially more fragile and susceptible to disruption.

! Calculations of death rates for the COVID-19 pandemic have been controversial and do not accurately
represent the chance of dying from the infection. The % death rate represents the % mortalities of those
infected persons within each age group, not an overall share of the mortality (hence the numbers do not
add up to 100%). Based on The Epidemiological Characteristics of an Outbreak of 2019 Novel Coronavirus
Diseases (COVID-19) - China CCDC, February 17 2020.




For example, in 2002 China was mainly a supplier of cheap consumables. Today, it is an
integral producer of key components for multiple sectors, including the global automotive,
technology, food and health sectors. The disruption of production in China due to COVID-19
is only just being felt, as held stocks run down and are not being replaced, or as more
expensive alternative options are being sought. Disruption is only likely to increase as other
vital production centres elsewhere in the world experience their own outbreaks and global
logistics suffer further disruptions. In the last day or so we have seen Europe designated as
the new epicentre for the disease, and many countries (Australia included) activating ever
more stringent restrictions.

Some countries are already claiming to have the disease under control, with apparent
numbers of infections declining. However, make no mistake, the social and economic
consequences of COVID-19 will be substantial and prolonged. The structure of some sectors
will change dramatically, and a large number of businesses both small and large will falter.
Recovery will take several years.

The disease and its impacts

Whilst COVID-19 appears, at the moment, to have a lower mortality rate than SARS its global
spread and number of disease cases is much higher. It has spread rapidly through
communities in China, Korea and Iran, and is now spreading rapidly within western Europe,
often with no identified source of infection.

For the sake of clarity, COVID-19 is used to refer to both the disease and to the virus, although
the actual technical name for the virus is SARS-CoV-2 (the SARS from 2002-03 virus is SARS-
CoV-1).

There are seven different types of coronavirus known to infect humans, of which three have
been identified as capable of causing serious disease. The other four types have been
implicated in mild respiratory disease and as causes of the common cold (along with about
200 other types of viruses). Influenza is caused by a different group of viruses
(orthomyxoviruses).

Recent published information shows that SARS-CoV-2 (COVID-19) is mutating?, and that the
disease is now caused by many subtly genetically different viruses in different parts of the
world. One group of these viruses (known as the L haplotype) was most commonly isolated
early in the outbreak in China and in multiple countries in early January 2020 (including in
Europe, USA and Australia). Later isolates, including those from late January in Australia,
belong increasingly to the S haplotype. A recent published paper has suggested that the S
haplotype is less virulent than the L haplotype. However, this assertion needs to be treated
with caution, as it may just be a reflection of the significantly different numbers of each
haplotype that have been looked at. Most virologists are emphasising the high uncertainty at
the moment: SARS-CoV-2 mutation could go either way — it may become less virulent, or more
virulent. Only time will tell.

2 The mutation rate of SARS-CoV-2 appears to be 2x-4x slower than that of influenza viruses.



Although the virus appears to be highly infectious, and it is highly likely that many millions
will become infected over coming months (some medical experts postulate that up to 80
million infections worldwide may occur), the disease needs to be considered in context. Much
of the disruption that has occurred and is still to occur is as a consequence of trying to control
its spread, rather than as a result of its direct morbidity and mortality. However, saying that,
some public health and hospital systems will struggle to cope with the volume of COVID-19
patients (as is already occurring in Italy).

A comparison of disease outbreaks

COVID-19 SARS MERS seasonal
influenza
Nov 2002 — July 2003 .
Dec 2019 -? (with small numbers to Apr 2012 with low Every year

> 60 countries

>140,000 confirmed cases
to March 14 2020.

Approx. 3.4% case fatality
rate®>

Majority of cases are mild,
but significant number of
severe. Unknown level of
asymptomatic infected.

Increasingly high level of
community transmission

Ro=2.3 (approximate)®

2004)

>30 countries

>8,000 confirmed cases

Approx 9.6% case fatality
rate

Mild to severe illness

Medium level of
community transmission,
several major outbreaks
due to ‘super spreaders’

Ro = 3 (approximate)

numbers to February 2020

27 countries,
predominantly Arabian
peninsula/Gulf nations and
S. Korea (84% of cases in
Saudi Arabia).

2527 confirmed cases

Approx. 35.7% case fatality
rate

Mild to severe illness

Low level of community

transmission

Ro=0.45

132 countries
contributing to
influenza
surveillance

Up to 5,000,000
confirmed cases
each year

Up to 13% case
fatality rate, but
commonly around
2%

Mild to severe

High level of
community
transmission

Ro=1.3t02.8
approximate

3 Australia’s bad influenza season in 2017 resulted in 1,255 deaths out of 251,142 confirmed infections,
however it should be remembered that the majority of influenza infections are never confirmed. The NSW
Chief Health Officer has warned the State to be prepared for 8,000 COVID-19 related deaths.

4 Majority of coronavirus — related deaths have been reported from countries with a relatively high level of
health care. A contributing factor to the high case rate of influenza mortality is the incidence in developing
countries with less effective health care systems.

5 Note this is the fatality rate based on confirmed cases. The actual fatality rate is likely to be lower due to the
potentially large numbers of individuals who remain asymptomatic, or have mild undiagnosed infections.

® Ro is the reproductive rate, an average measure of how many other people an individual with COVID-19 is
expected to infect. Any number above 1.0 and the outbreak will continue to grow, any number below 1.0 and
the disease will begin to ‘burn out.



Globally we may also be faced with multiple waves of COVID-19 outbreaks, a second (and
maybe even a third wave) could be experienced weeks or months after the initial wave has
passed through a country, infecting some of those that originally escaped infection. It is also
uncertain if immunity from an initial infection will be protective for subsequent waves,
particularly if the virus mutates sufficiently.

Although at first gland COVID-19 looks to be less serious than seasonal influenza, it is likely
that this disease will have more serious consequences. It is still early in the pandemic, and
extrapolations can be misleading. However, it is likely that COVID-19 will be more severe, it is
likely that cases will emerge more quickly, it is more likely that larger numbers of
asymptomatic infected people will spread the disease, and it is likely that public health
systems will be more easily overwhelmed. It is also worth remembering that the COVID-19
pandemic does not replace the seasonal influenza epidemics. The severe COVID-19 disease
cases and deaths will be additional to the impacts of seasonal influenza.

The media is currently full of horror stories of the COVID-19 outbreak unfolding in Italy with
over 1,000 deaths so far. If the Italian Government’s containment methods are ineffective,
we could see an exponential increase in deaths into many thousands over the coming weeks.
In recent years ltaly has experienced approximately 17,000 deaths each year due to seasonal
influenza’. However, COVID-19 is likely to add thousands more to this annual loss of life.

WHO estimates that the mortality rate® of COVID-19 is 3.4% of confirmed infections® (based
on experience in China), although depending upon the way in which the calculation is made
(based on the number of cases when the deceased became infected, rather than the number
of cases when they died) the mortality rate could be substantially higher!®. Conversely other
health experts predict that globally the mortality rate could be much lower!?!, between 1% to
1.5% meaning that up to 99% of those that are confirmed as infected are likely to recover.
Given the pattern of COVID-19 disease spread in the UK and USA, it appears that the virus
may have been present and spreading for longer than initially thought, pointing to the role
of asymptomatic and mild infected individuals spreading the disease. This issue will remain
controversial for some time, but it is likely that as countries conduct more testing for potential
infections, and more mildly infected individuals are detected, then the case mortality rate will
fall.

7 Italy records one of the highest mortality rates for influenza related illness in Europe (up to 41.2 per 100,000
population), the UK for example experiences an average of 8,000 influenza related deaths per year (approx. 12.0
per 100,000 population).

8 Great caution needs to be taken concerning any quoted mortality rates as there is still a great deal of
uncertainty regarding the disease (Manuel et al, (2020). 2019-Novel Coronavirus (2019-nCoV): estimating the
case fatality rate — a word of caution. Swiss Medical Weekly 150 w20203.

® WHO Director-General's opening remarks at the media briefing on COVID-19 - 3 March 2020 - World Health
Organization, March 3, 2020.

10 Baud, et al (2020). Real estimates of Mortality following COVID 19 Infection. The Lancet Infectious
Diseases 12 March 2020.

11 Belluz (2020). Did the Coronavirus Get More Deadly? The Death Rate, Explained. VOX 11 March 2020.




The developing situation in Australia

To date, the quarantine and health measures put in place for Australia have been successful
in limiting the transmission of the disease within the general population, although a number
of potential ‘hot spots’ may already exist. As of 14 March, 200 cases have been confirmed in
Australia, with 3 deaths, with an increasing number of potential community transmissions.

However, it is not a question of if but when significant community transmission will occur
within Australia. It is also possible that significant numbers of COVID-19 cases could coincide
with the start of the influenza season within Australia. Raising the potential for more serious
iliness and an increased pressure on what could by then be an overstretched public health
system and acute care services.

Following Commonwealth, State and Territory Health Department advice is a prudent and
necessary course of action for all organisations and individuals. Noting the importance of
continual monitoring of this advice, as it can change at any time.

Do individual organisations need to prepare for COVID-19 in Australia?

There has been a lot of publicity in the last few weeks about developing new, or updating
existing business continuity plans. The benefits of such activity needs to be considered very
carefully as most continuity planning methodologies are fairly rigid and costly to implement.

The SARS outbreak in 2002 resulted in minimal overall business disruption, but there have
been multiple accounts of the inadequacy of traditional business continuity to deal with such
an occurrence. At the time many organisations responded effectively by implementing more
flexible contingency measures that could adapt to the fluid situation that a pandemic can
result in. Traditional business continuity can be beneficial, but its usefulness is often limited
to a narrow band of disruptive conditions.

Many standardised business continuity management (BCM) approaches are linear based
methodologies designed to cope with fairly simple and linear types of disruption. Great if you
are worried about an IT interruption or an air conditioning failure, but such approaches may
be of limited benefit in the current situation. You may still be struggling to get through the
onerous continuity planning requirements, when the effects of the pandemic are threatening
the very survival of your organisation

However, a flexible and agile contingent preparedness is vital, and organisations of all types
and sizes should be developing the capability to deal with the current impacts and the highly
increasing disruption threat that COVID -19 presents.



What should organisations be thinking about?
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Preparedness is about taking an intelligent and proportionate response to the nature of the
risk environment. This should include:

Making sense of COVID-19

Developing and maintaining an up-to-date understanding of the disease and response to it,
including the nature and extent of outbreaks internationally and domestically, and the official
response to such outbreaks (disease hotspots, travel restrictions, quarantine requirements,
restrictions on venues and workplaces, etc.).

Dealing with uncertainty

The current situation is defined by uncertainty. There is a lot that is still unknown about
COVID-19 and the social and economic impacts that will occur. In any preparedness,
assumptions will need to be made, and it is important that those assumptions are clearly
identified and documented. These assumptions will need to be revisited and revised regularly
as more information about COVID-19 emerges. One assumption that can be made is that
‘agility’, ‘“flexibility’ and ‘adaptability’ will be key concepts that should be part of all decision-
making from this point onwards.



Understanding organisational criticalities
Hypothetically, one assumption may be that a material disruption affecting your organisation
may be present for the next 6 months. In which case:
e \What are the organisation’s critical objectives for the next month, next 3 months and
next 6 months?
e Are these objectives likely to be consistent, will they change over time, will priorities
change as the incidence of disease increases internationally and domestically?
e What are the critical elements that underpin these objectives, now and into the
future? For example, what are the interdependencies for:
o people (employees, contractors, volunteers, others),
o data and information (internally and externally sourced),
o infrastructure (including internal plant and physical assets, external
infrastructure, etc.),
o services and supplies (internal and external, including customer'? and supply
chains, and transport and other essential services.

Understanding potential effects of COVID-19

A range of COVID-19 hypothetical scenarios should be developed, and their implications for
the organisation considered. For example, what will be the effect on the organisation and its
people should each of the following occur:

e Overseas outbreaks:
o Localised: where major suppliers/customers are located — interdependencies
disrupted but with a minimal level of performance and interaction occurring.
o National/regional: widespread in-country disruption, travel and transport
(logistics) bans in place, widespread workplace disruptions. What impacts will
this have on your operations?

o
e Domestic outbreak:
o Interstate -localised, local quarantine restrictions in place,
o Interstate —increasingly widespread — wider restrictions on travel and massed
gatherings, disruption to business and government operations,
o Same state; localised, local quarantine restrictions in place,
o Same state increasingly widespread — wider restrictions on travel, massed
gathering, disruption to business and government operations,
o National, widespread infections, increased restrictions and widespread
industry sector disruptions.

Understanding and addressing organisational vulnerabilities
e To what extent will the underpinning elements (people, information, infrastructure,
and services) be affected by each of the scenarios (above)?
e What makes each underpinning element vulnerable!3?

12 Remembering that customer requirements may change significantly during the course of a pandemic)

13 The traditional ideas about control effectiveness may now be largely irrelevant. Arrangements that worked
well yesterday may fail completely as the pandemic widens. Understanding your vulnerability to the ‘new
normal’ is now paramount.



e Canreasonable! action be taken now to counter that vulnerability? This may involve
reducing the vulnerability now or putting contingent measures in place to deal with
the vulnerability as the situation changes.

e What are the indicators (internal and external) that the situation is changing and that
a particular vulnerability requires attention?

e What additional actions can be taken to reduce potential disruption, when will those
actions need to triggered or completed?

It also needs to be remembered that in some situations there is little effective action that can
be taken to counter disruptive impacts, and that trying to do so can be an expensive and
ineffective distraction. Plans developed last week may have to be completely abandoned next
week.

Understanding what not to do can be as important as knowing what to do:
e What objectives will not be pursued?
e What ssites, functions, systems, processes, etc., will we not try to protect or maintain?
e What decisions and actions will we not make/take at this time?

Developing capability and validating assumptions

Now is a good time for running small desktop simulations about different COVID-19 disruption
scenarios. These will help to surface and validate/invalidate assumptions, identify the extent
of any gaps in preparedness, and provide confidence, awareness and capability to deal with
future disruption. Thirty minutes sat around a table now (or for effective social distancing
over a teleconference!) discussing scenarios and responses, can save days of costly mistakes
in the near future.

Agility and lessons learned

It is important to avoid the rigidity that traditional business continuity management often
imposes. Preparedness in general and planning in particular needs to remain flexible and
agile, adapting as the situation changes. This means that timely intelligence is vital, requiring
resources devoted to surveillance and monitoring of the changing context, and ensuring that
this is communicated regularly to decision-makers.

Most organisations will already have individuals with appropriate skills and mindsets to
become their organisation’s ‘pandemic intelligence officers’, which could include, for
example, OHS managers, risk managers, strategic planners, etc. Appropriate individuals need
to be formally tasked with responsibility for ‘pandemic intelligence’ and be given the means
and access to provide this intelligence.

Objectives and plans will need to be regularly reviewed, in line with the volatility of the
context.

14 This will require some cost benefit evaluation to be undertaken.



Consideration also needs to be given to how the evolving information and learning will be
captured and disseminated, to ensure that understanding and capability continue to develop.

A dedicated pandemic plan

Many organisations have recognised the limitation of conventional continuity planning and
have developed specific ‘pandemic plans’. From a COVID-19 perspective, an organisation’s
‘pandemic plan’ should be developed to be flexible and agile, capable of being quickly
adapted to a rapidly changing situation. A pandemic plan developed for swine flu, or a boiler
plate template copied from another organisation could be next to useless, or worse.

Emergency services are used to dealing with rapidly changing situations and have developed
rapid planning methods to deal with highly dynamic environments. Although these
organisations may have plans developed weeks or months in advance of an incident, specific
‘Incident Action Plans’ are developed at the start of a specific response. These Incident Action
Plans are then revised and updated multiple times as the nature of an incident evolves and
understanding improves.

Most emergency services use a common format that allows rapid plan development and
deployment, and also provides the format for briefings and instructions based on those
plans, as well as a consistent format for ongoing situation reporting. This approach, known as
SMEACS? is readily adapted for a pandemic situation. SMEACS is being used by a growing
number of non-emergency organisations, because it works well. A SMEACS based Incident
Action Plan could be the way in which a pandemic plan is made a reality (see following table
on page 10).

The Incident Action Plan needs to be as long as it needs to be to cover the necessary
information. Generally the shorter the plan, the more it will be read and used. Most
organisations should be able to develop a useful plan of about 2 pages. A concise Incident
Action Plan also means that it is easier to use as a briefing document and easy to regularly
update as the situation changes and more information comes to light.

15 SMEACS: Situation; Mission; Execution; Administration; Control and Communications; Safety. See the
following table for more information.



Overview of a generic SMEACS approach

Element Involves

Situation

Mission

Execution

Administration

Control and
communications

Safety

What do we know about the current situation generally, and specifically how it relates to
the organisation and its operations? What has already been done (by Government,
partners, the sector, neighbours, key interdependencies, the organisation)?
What has changed since the last plan/briefing/situation report? What progress has been
made against an existing Incident Action Plan
What do we intend to do and what we are required to do. Some prioritisation of objectives
and actions should be undertaken. Multiple tools can be used but ‘MoSCoW’ is a useful
approach:

e What Must we do?

e What Should we do (after we have done what we must do)?

e What Could we do (if we have any time and resources left, and won’t be

distracted by doing this)?
e What Won’t we do now (not do at this time but may consider later as the
situation evolves)?

How will we pursue our mission, decision-making and required actions? Including:

e Identification of parameters/indicators of success

e Subobjectives and timelines

e Decisions that have been made/ need to be made

e Roles and responsibilities

e Assignment of specific activities that need to be undertaken

e  Allocation of specific resources and budgets

e Present or potential constraints and barriers

e  Supporting structures and services, and additional general resources

e  Procurement and logistics arrangements

e Works schedules, rosters, etc.
Control

e Leadership and situation/incident control arrangements

e Current/changed delegations and authorities

e Other management and policy changes

Communications
e Assigned communication responsibilities and authorities
e Communications to employee and other trusted insiders
e Communications to trusted external parties
e Public and media communications

Issues and actions relating to general and specific safety concerns. This may relate to
specific issues concerning COVID-19, or more generally to issues such as fatigue and
psychosocial harm resulting from changing internal and external conditions and
pressures. Policy and provisions for allocation and use of PPE, and establishment of
disease control measures (such as hand washing and work environment disinfection, etc).

There is no single right answer, no silver bullet. At the end of the day, if traditional business
continuity planning works for you — fine go with it. If you have doubts about its effectiveness
(and there is little robust published evidence that does actually support its effectiveness),
then look around for a different approach that better suits your organisational needs.

10



Always remember that just because something is a national or international Standard does
not mean that it is anywhere near best practice, or that it is the best approach for your own
unique needs.

If there is something in this article that you find useful, then please use it, modify it, or just
play around with it. Feel free to pass it around, just please respect my authorship.
For further information, please feel free to contact me via LinkedIn.

Dr Carl Gibson originally trained as a virologist and epidemiologist specialising in respiratory
and neurotropic diseases. He has been a lead or co-author of over 100 publications including
a number of Standards in the areas of risk, business continuity, emergency management and
resilience. He is currently helping a number of clients to improve their preparedness and
resilience potential.
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